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Morning Agenda
10.30 - Opening Remarks & Welcome
10.35 - Live Audience Polling
10.40 - Panel Discussion: Protect the Enterprise, Protect the Market - The
evolution of threat intelligence

Chair: 
Iain Johnston - Managing Director, Blackwired
Gary Brailsford-Hart - CISO City of London Police
Simon Newman - CEO of Cyber Resilience Centre for London
Stephen Own - CISO eSure and Cyber Resilience Commentator
Matt Sumpter - CNA Hardy

11.30 - Special Guest: Author and information security expert - Izak Oousthuizen
12.00 - Simon Newman - CEO of Cyber Resilience Centre for London - Tackling the
SME challenge
12.20 - Workshop: In a constantly changing cyber risk environment, what practices
and protocols are proving most effective in building resilience? People, tools,
external subject matter experts, others?
12.45 - Networking Lunch - Carlton Room
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PANEL DISCUSSION
PROTECT THE ENTERPRISE, PROTECT THE MARKET: 

THE EVOLUTION OF THREAT INTELLIGENCE



DISCUSS WHAT SORT OF
THREAT INTELLIGENCE YOU
ARE FINDING MOST HELPFUL
IN ORDER TO PROTECT YOUR/
THE ENTERPRISE/ ASSIST IN
THE UNDERWRITING OF
CYBER INSURANCE

WORKSHOP
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YOU DON’T NEED MILLION-POUND
CYBERSECURITY BUDGET 

Reduce the IT drama 
SMEs - 1 to 1000 employees including micro businesses 
Price sensitive - costs vs practical vs minimum security
required 
Unlimited Support Model 
Cybersecurity challenges for SMEs:

Basic 
Standard



BASIC CHALLENGES 

Misconfigurations
desktops  
Administrative access for
everyone  
No IT policy  
Systems not up to date 
Expired software 
No inventory  

93% of breaches could have been
avoided.

 
Your system’s as strong as your weakest

link! 



MORE BASIC CHALLENGES 

No backups
Internal checks
No MFA & password
policies 
Illegal licenses 
Assumptions around using
the cloud
Anti virus and firewall only 



STANDARD CHALLENGES 

Networks not managed
Outdated systems  
Email security 
Staff security awareness
training
No MDM policy  91% of all cyberattacks begin with a

phishing email. 



MORE STANDARD CHALLENGES 

No email & data retention
setup 
No password vault 
Limited or no security
monitoring 
No supplier due diligence
Dark Web scanning

41% of internet users manage passwords
across 10 to 25 websites and apps.

 
There’s a cyberattack every 39 seconds! 

 



WILL
THESE

PROBLEMS
GO AWAY? 

Dark Web scanning

IT Security is like IT is locking
your house. It doesn’t stop
criminals but if it is good

enough they will move to an
easier target.



MINIMUM REQUIRED
FRAMEWORK

 
Directory services  
SSO emails, workstations & files &
VPN  & Cloud
Monitoring
Network assets are manageable 
Security updates & monitoring 
Anti-Virus / EDR  
DNS filtering  - Ransomware
protection
Data protection – Managed

ONBOARDING
CHECKS

 
Network, workstation & software
inventory
Security groups audit & verification
Data protection location i.e.
workstations 
Data protection selection – correct data 
Administrative access regulated.
Retention polices emails, data & logs 
Email archiving 
Public DNS  
Password Polices  
MFA
Client internal & supplier
documentation



FUTURE CHALLENGES 

Internet of Things (IoT)
Artificial Intelligence (AI)
Software as a service
(SaaS)
Lack of awareness
No clear standard

Only 14% of SMEs are prepared by
cyberattacks.

 
Nearly 43% of cyberattacks target SMBs.

Over 43% of incidents are courses by human
error.



OVER 43% INCIDENTS ARE
COURSED  BY HUMAN ERROR,
DO YOU THINK CYBER
AWARENESS TRAINING
HELPS?

WOULD YOU RECOMMEND
CES?

DISCUSSION



THANK
YOU FOR
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TIME! 
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 TACKLING THE SME CHALLENGE
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WORKSHOP
IN A CONSTANTLY CHANGING CYBER
RISK ENVIRONMENT, WHAT PRACTICES
AND PROTOCOLS ARE PROVING MOST
EFFECTIVE IN BUILDING RESILIENCE?
PEOPLE, TOOLS, EXTERNAL SUBJECT
MATTER EXPERTS, OTHERS?





NETWORKING LUNCH
CARLTON ROOM 2ND FLOOR

https://nccgroup.com/




Afternoon Agenda
13.45 - Supply Chain Risk - Time to look over the garden fence with Cyber security author and
Field CISO at Fortinet, Ricardo Ferreira and Chris Roberts
14.10 - Fortinet Workshop: How are you planning to understand and track your supply chain
risk?
14.35 - And It Looks Like Rain….: Nigel Gibbons and Charles Fraser NCC Group
14.45 - Workshop: Strategies for preparedness
15.05 - Afternoon Tea - Networking
15.30 - Panel Discussion: Growing the London Cyber Insurance Market 

Chair:
Stephen Owen - CISO eSure and Cyber Resilience Commentator
Kieran Quigley - Cyber Underwriter, Hamilton Group
Dimaggio Rigby - Head of Cyber Insurance, UIB
Chris Hurst CTO and CISO, Blackwired

15.55 - Fireside Chat: Roger Oldham talks with Neil Denning, CEO of Support Tree - An SME
persepctive - the resilience challenges
16.35 - Opportunities and challenges for the cyber insurance sector

Chair: 
Roger Oldham, LMF
Marco Lo Guidice - Head of Emerging Risks at Lloyd's
Iain Johnston - Managing Director, Blackwired
Ricardo Ferreira, Author & CISO, Fortinet
Charles Fraser - NCC Group

17.00 - Networking Drinks - Sponsored by Support Tree
19.00 - Close





Chris Roberts
Fortinet

 SUPPLY CHAIN RISK - TIME TO LOOK
OVER THE GARDEN FENCE

Ricardo Ferreira
Cyber security author
Field CISO at Fortinet
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WORKSHOP
HOW ARE YOU OR YOUR
CLIENTS PLANNING TO TRACK
SUPPLY CHAIN RISK?
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AND IT LOOKS LIKE RAIN….
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WORKSHOP
HOW WOULD YOU SET OUT TO
CHECK, TEST AND IMPROVE CYBER
RESILIENCE IN YOUR OR YOUR
CLIENTS' ORGANISATION(S)? 

TAKE INTO CONSIDERATION
ORGANISATIONAL SIZE, MARKET AND
CUSTOMERS: HOW WOULD/COULD IT
HAPPEN, HAS IT HAPPENED (WHAT
DID YOU LEARN?) CAUSES: SUPPLY
CHAIN, COMMS ETC.

https://nccgroup.com/




NETWORKING TEA 
BREAK
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PANEL DISCUSSION
GROWING THE LONDON CYBER

INSURANCE MARKET 
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FIRESIDE CHAT
AN SME PERSPECTIVE:

THE RESILIENCE CHALLENGES
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OPPORTUNITIES AND CHALLENGES FOR
THE CYBER INSURANCE SECTOR
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THANKS FOR 
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